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Abstract— Nowadays we are facing Robbery in Automated Teller 

Machine (ATM). So we have implemented the idea of Smart 

ATM Security System using Biometric Authentication. The main 

objective of our project is to improve security in ATM machine 

by replacing swipe cards as fingerprint and also ATM pin as One 

Time Password (OTP).Here Fingerprint scanner is used to 

identify and verify corresponding person. We can store, compare 

and delete the fingerprint through fingerprint scanner. When the 

fingerprint matches with the corresponding user, OTP is 

generated to the users mobile number and enter the generated 

OTP as ATM pin, the cash will be dispensed. In addition to that 

vibration sensor is used whenever the heavy force takes place at 

the ATM. The vibration sensor which senses the vibration 

produced from the ATM machine and passes the information to 

 

the Microcontroller (AT89C52). Microcontroller which stores 

the mobile number of nearby police station and corresponding 

bank in charge. The information are passed to the mobile 

number which are stored in our microcontroller through Global 

System for Mobile Communication (GSM). At the same time it 

automatically locks the ATM door. In addition to that Flame 

sensor is used, it is designed for detecting the occurrence of a fire 

or flame. In case of any fire accident buzzer will produced the 

sound. By using this technique we can prevent the robbery and 

the person involving in robbery can be easily identified. 
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I. INTRODUCTION 

              The mainstream of our project was initially taken from 

the base paper titled on “Enhancing ATM Security using 

fingerprint”. So we have chosen our title as “Smart ATM 

Security system using biometric authentication”. It deals with 

an embedded system which integrates the Hardware circuitry 

with the software programming techniques. The automated 

ATM Security system is composed of several sub systems. 

The fingerprint scanner, Microcontroller (AT89C52), GSM, 

Power supply, Vibration sensor, Flame sensor, DPDT relay, 

16*2 LCD module, 4*4 keypad, Door lock motor. To improve 

security in ATM machine swipe cards are replaced as 

fingerprint and ATM pin as OTP. We  can  store,  compare  

and  delete  the fingerprint through Fingerprint scanner. 

Fingerprint scanner is used to identify and verify the 

corresponding user. When the fingerprint matches with the 

user, OTP is generated to mobile number of user and enter the 

generated OTP as ATM pin, the cash will be dispensed. Here 

Vibration sensor is used for advanced theft control. Whenever 

robbery occurs, vibration sensor which senses the vibration 

produced from ATM machine. Once the vibration is sensed 

the ATM door will close automatically by door lock motor. 

 

In addition to that vibration sensor passes the 

message to microcontroller. The information about robbery 

are passed to the mobile number of the nearby police station 

and corresponding bank through GSM. This will prevent the 

robbery and person involving in robbery can be easily 

identified. 

 

II. EXISTING SYSTEM  

ATM makes all the transactions paperless. Bank 

provides ATM card to the customer to provide the 

services like cash withdrawal, balance inquiry etc. Main 

advantage of existing system is quick cash providing by 

the ATM system. But it has the disadvantages like smart 

cards and physical keys can be stolen, lost, replicated or 

left behind. Passwords can be shared, forgotten, hacked 

or accidentally observed by a third party. To overcome 

these problems, this fingerprint based ATM system is 

developed. 

 

III. PROPOSED SYSTEM 

To improve security in ATM machine by replacing 

swipe cards as fingerprint and also ATM pin as OTP. 

Fingerprint scanner is used to identify and verify 

corresponding person. we can store, compare and delete 

the fingerprint through fingerprint scanner.When the 

fingerprint matches with the corresponding person, OTP 

is generated to the mobile number of the user and enter 

the generated OTP as ATM pin.The Cash will be 

dispensed. In addition to that vibration sensor is used 
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whenever heavy force(robbery) take place at the ATM. It 

senses the vibration produced by the ATM machine and 

passes the information to microcontroller(AT89C52). 

Microcontroller which stores the mobile number of 

nearby police station and corresponding bank. The 

information passed to the mobile number which are 

stored in our microcontroller through Global system for 

mobile communication(GSM). At the same time it 

automatically lock the door of ATM by the door lock 

motor. 
 

IV. BLOCK DIAGRAM FOR THE PROPOSED SYSTEM 

 

 
 

Fig:1 Block Diagram of  ATM Security system. 

 

a) Design and Implementation of The Proposed System 

 

              In order to design the Smart ATM Security System 

using Biometric Authentication, it should be divided into two 

main systems. They are hardware design and software design 

for the implementation of the system.. 

 

b) Software Design For The System 

 

              We use KEIL software, which includes Compiler, 

Assembler, Linker and Memory options.  The  KEIL  C51  C 

compiler  for  the  8051  microcontroller  which translates  C  

source   files  into  hex code.  It is easy to learn and use.  The  

executed  program  is  injected  into  the  microcontroller  for  

specification  application. 

              KEIL is widely used as a computational tool in 

science and engineering encompassing the field of embedded 

and all engineering streams. It is used in a range of 

applications including, Signal Processing and Communication. 

The KEIL C51 Compiler allows to write 8051 application in C. 

It has the efficiency and speed of assembly language. 

Language extension in C51 Compiler gives full access to all 

resources of the 8051. 

 
 

Fig: 2. Keil Software 

 

c) Hardware Design For The System 

 

              The Automated Smart ATM Security System 

using Biometric Authentication system is composed of several 

subsystem.. 

• Fingerprint scanner 

• Vibration sensor 

• Microcontroller (AT89C52) 

• GSM 

• Door lock motor 

• Flame sensor 

 

1. Fingerprint Scanner 

 

We use R307 Fingerprint scanner model. Fingerprint 

scanner is used to identify and verify the corresponding user. 

We can store, compare and delete the fingerprint through 

fingerprint scanner. When the fingerprint matches with the 

corresponding user OTP is generated to the user mobile 

number which are stored in our microcontroller. Enter the 

generated OTP as ATM pin. The Cash will be dispensed 

 

2. Vibration Sensor 

             

             We  use  SW-420  based  sensor  which  is  

normally  closed  type  vibration  sensor.    This  module  

includes  an  adjustable  potentiometer, a  vibration  sensor, 

and  a LM393  comparator  chip  to  give  an  adjustable  
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digital  output  based  on  the  amount  of  vibration. Onboard 

indicator LED is used to show the results. 

• Digital output supply voltage: 3.3V-5V.  

• Dimension of the board: 3.2cm x 1.4cm. 

          Whenever  heavy  force  takes  place  the  vibration  

sensor  senses   the  vibration  produced  from  the  ATM  

machine  and  passes  the  information  about robbery to the 

corresponding bank and nearby police station. 

 

 
 

Fig: 3. Theft Alert Message 

 

3. Microcontroller 

 

            We use AT89C52 Microcontroller  

Here, AT - ATMEL 

           8   - 8 bit controller 

           9   - Version of microcontroller 

          C   - Complex instruction set 

          52  - series of microcontroller 

AT89C52 is  a  low  power, high  performance  CMOS  8 

bit  microcontroller,  Programmable  and  Erasable  Read  

Only  Memory (PEROM). 

Here  the  device  is  manufactured  using  Atmel’s  high  

density  non-volatile  memory  technology  and  is  compatible  

with  the  industry  standard  80C51  and  80C52  instruction 

set  and  pin out. So we preferred this  microcontroller. 

               In  our  project  we  use  this  microcontroller  for  

the  purpose  of embedding  the  program  and  the  mobile  

number  of  nearby  police  station  and  the  corresponding  

bank in charge. 

 

4. Global Standard For Mobile Communication 

(GSM) 

  

               Here we use SIM900A GSM model. It is specially 

designed for global market, SIM900A is a dual-band 

GSM/GPRS engine that works on frequency range of EGSM 

900MHz and DCS 1800MHz. The SIM900A is designed with 

power saving technique so that the current consumption is as-

low-as 1.5mA in SLEEP mode. It is integrated with the 

TCP/IP protocol. Extended TCP/IP AT commands are 

developed for customers to use the TCP/IP protocol easily, 

which is very useful for data transfer applications. In our 

project we use SIM900A GSM module for transferring the 

message to the corresponding user and information about 

robbery to the near bank in charge and corresponding police 

station. 

 

 

5. Door Lock Motor 

 

              Whenever  heavy  force(robbery)  takes place,  the  

vibration  sensor  senses   the  vibration  produced  from  the  

ATM  machine  and  passes  the  information  to  the  

microcontroller.  The  output  from  the  microcontroller  is  

very  low (1v),  so  the transistor  which  energize  the  coil  in  

the  relay.  Hence  the  output  generated  from  the  relay  is  

12v  and  the  supply  is  passed  to  door  lock   motor and it 

automatically locks the  door  of  ATM.  

 

6. Flame Sensor 

 

              Here we use flame sensor, it consists of LM393 

comparator chip. It is designed for detecting the occurrence of 

a fire or flame. In case of any fire accident buzzer will 

produced the sound. 

 

V. CONCLUSION 

 

We hope that this system can reduce the number of ATM 

fraud especially skimming so that user don’t have to worry 

while transacting by using ATM Machines. For further 

development, we recommend to use stronger algorithm or 

different type of fingerprint module for fingerprint 

authentication in order to add security for fake fingerprints. 

 

This will be one of the most promising technology at 

electronic money transaction. By using these technique we 

can prevent the robbery and the person involving in robbery 

can be easily identified. 
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